STP Part 3: 802.1D Port States & Convergence

IEEE 802.1D IBAKREBTE - sTRFEFE(E « FREURREL TCN #FI 224

ZF38: Spanning Tree Protocol (STP 3 - Port States and Converge)  #Z#£3R#8: IEEE 802.1D
tME#H: 5 KIRHREE / STP Timers / ##EULEL (30s vs 50s) / TCN BPDU & Aging Rl

| 1. 1EEE 802.1D STP HAIUREE (Port States)

FEAZER TEEE 802.1D £MBHRES » A& TEHHIEEASIRE (Transient Loops) Uk EREE T HAENER AR > %
NEERAEARGILENEAESE (Forwarding) IR » TR BIEFHEM BB ZERAERMKER o

R ARIRAEIRARRE AR

- Disabled (2AAREE) : NEENEIRERIE (Administratively Down, shutdown) St ERSHFERES o LEAKEE TN E
E%*?éiiiﬂ*?%ﬂﬂfﬁ%ﬁuﬂij BPDU o

- Blocking (FHEARES) : NESTHRVIACETEREANRE » HRBBRMKRMA RP / DP HIEIEEIR o HRAERIE
I (Receive Only) BPDU > 3% BPDU. REZEAFEIER « F2E8 MAC it » & EFRFEREIRITE IR R

- Listening (EEEEARAE) : /"E#HIEA Root Port 5§ Designated Port % A LLAREE o IERFN E A EFERULEE BPDU »
LU A RESRE BRI E o BEZIRAEEARIS AT RP = DP B#& » @17BMR[E] Blocking #RAS o ILPEERFERR
MAC 3thiit » FRFEREE A BE -

- Learning (B3G1RAE) : BEEEHAM (Forward Delay 15s) B3 AZEHRAE o ILARREIFEE MRS BPDU, [FIFFRIIAES
ERENESBYRE MAC #thitE A MAC Address Table > {EfRAFE B EBEBIENIE > LUBRRERAS X2
Flooding.

- Forwarding (ES$iREE) : 228HAM (Forward Delay 15s) B IERNEABRIEAREE o LB EEFTEINN | E/iEl
BRI « 54857 MAC ithit > U3 BPDU -

lTIT

802.1D STP Port States

Standard states
(1) Port enabled or initialized.
(2) Port disabled or fails.
(3) Port selected as a Root or
Designated Port
(4) Port ceases to be a Root State Purpose
or Designated Port
(5) Forwarding timer expires. Forwarding Sending/receiving user data
Cisco-specific states Learning Building bridging table
(6) PortFast ) Listening Building "active” topology
7) UplinkFast
bt Blocking Receives BPDUs only

__["Ustening Disabled Administratively down

RERR, BRLK

1:802.1D STP A AIBARREE R AW BT AR

IBAXREThAE S BRAE M

IBYREE (Port e BB MACH HERARHE

4] ThEE
State) m miE FEAN [ ABIEE
Disabled No No D No FTERARA (Administratively Down)
srrmog BEHE .
Blocking Ves No No No PREFISER » {£255E BPDU (Receives BPDUs

only)
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IEHREE (Port % 23 MACH HEAREE

EERN/ AGIEE

State) ht IE

Listening Yes Yes No No

TR IEM IR (Building "Active"

Topology)
= 1%, @ - .
Leaming - Ves Ves No JEIEELE R » 28 MAC (Building Bridging
Table)
. I[EEEZEREIE (Sending/Receiving
Forwarding Yes Yes Yes Yes

User Data)

| 2. miReE B HSIE Cisco IRTEIEARIHIHT
RN EEFRSHEET » FRAECKEEETER - TEFMEER T KEER REUR S B EEY

802.1D wﬂ"/eL

Blocking
(loss of BPDU detected)|
(max age = 20 sec)

‘ Blocking

: (loss of BPDU -
P L

(max age =20
Learning
(forward delay = 15 sec)|

sec)

Forwarding
Timer Primary Purpose Default
Hello Time Time between sending of Configuration BPDUs by the Root Bridge 2 Secs
Forward Delay Duration of Listening and Learning states 15 Secs
Max Age Time BPDU stored 20 Secs

RERR, BRLE

2 : 802.1D ARBEERIAHRAEH (State Machine) B Cisco BB NIERATBIS IR

IBEEAREEBIS R EREA (Standard Transition Events) :

* (1) Port enabled or initialized: 7} EXF S 3 A B #D9A1E » B 3Z1E Disabled # A Blocking #REE o

+ (2) Port disabled or fails: /T E# 12 SRR NS B EMIE » {EAIARAE B ZBPZR[E] Disabled AREE o

* (3) Port selected as RP or DP: /Y E7E STP #2815 1§ Root Port 5 Designated Port & » H Blocking #A
Listening #KEE o

+ (4) Port ceases to be RP or DP: /T EEE# &t ERFKZE RP/DP B1& » |imEEH Listening. Learning 3%
Forwarding, ¥33zBNR[E] Blocking AREE °

+ (5) Forwarding timer expires: E25:15523 (Forward Delay = 15s) 28 > EEEh/ " EE Listening # A Learning,
B 15s &¥# A Forwardingo

Cisco EBEIRREBIEH:AiT (Cisco-Specific States) :
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- (6) PortFast (B&1X 6) : FRBEIZKRIEIH (PC/Server) BY Access 18 o T E7ERUA %R EIEH Disabled iSid
Blocking/Listening/Learning, B#f#A Forwarding k& (0 #ULsR) - Kigikise DHCP BFRFBIARIREARIEE o
+ (7) UplinkFast (B&18 7) : BLERIZARERRIE - EHZ E1THE (Root Port) Ei4REF > f51E Blocking IBEEERF
30 7 » EHiZBEEE A Forwarding #REE > BIRRIVRIML o
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| 3.802.1D STP =A#%iL51E53S (STP Timers)

STP  BYHREEST HERREEIATT 2 RE=
Configuration BPDU &

Rs#(E

HEEMETE T E

RIZEESTRTES o FRARFTRZR28U9H  Root

g o

Bridge #i—RE > WiFE#E

sHFF23 (Timer)

FE MRS RERR

Root Bridge #%%% Configuration BPDU RYEFREIfER (Time between sending of

Hello Time 28 ) .

Configuration BPDUs),

FTE7E Listening ARREE Learning AREE& B Z B RVAEFFEFR (Listening 15s +

Forward Delay 15 J 2 ( g

Learning 15s = 30s),

BPDU #EHBRAE NS o HEEEE Max Age RUINEI_EH#8812H BPDU, iR
Max Age 20 st R N

HHIEZ BPDU AR (Loss of BPDU detected) ©

802.1D STP Converge
Root 50 second case:
* Link between A and B down
@ * CFO0/1 starts Max Age Timer for 20 second
/ q » CFO/1 goes into Listening state for 15 second
Fo/0  / A \. FO/1 * CFO0/1 goes into Learning state for 15 second
4 : * STP Converge (Forwarding state)
30 second case:
RP / RP Link between A and C down
Fo/0 / F0/0 * Clost RP, FO/1 goes into Listening state for 15 second (bypass
i Max Age Timer)
% » CFO/1 goes into Learning for 15 second
[0 1 FO/1 * STP Converge (Forwarding state)
Blocking

3 : STP sHFF a3 ik REATIE

RERN, BRLE

ERFETRAZE (Max Age 20s — Listening 15s — Learning 15s)

| 4.802.1D STP UKBAFS RIS BIARHF © 30 7 vs 50 7

EFRR S EPERT > STP ERTsT BE AL STRURSRF R RIESE - BURICZ

(Indirect Failure) °

EISHRMIE (Direct Failure) 2RISR ME

5 Minutes Down Time

sw ch
- —I blocking l—
4 ; o J; -

PCA
MAC A:A

SWA

—

41 STP I ER :
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!
)05

¢ PCA->SWA-->SW

PCB
MAC B:8

* If link between SW B and SW C is down, STP needs 30s to re-converge
* PCAstill can’t reach PC B because the default aging for MAC table is 300s

AC B:B

RERN, BRLE

RIS 50 70 vs EHEHIE 30 #0O1R[E
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ZHl— : 50 FLULsEK (RIS / Loss of BPDU)
&% ¢ Switch A £ Switch B Z E#Y##E& PR (Link between A and B down) ©
1. Max Age E45HA (20 ) : Switch C B9 FO/1 [R45% Blocking #RRE » BEiE%1R85585K 8 Switch B 9 BPDU, & A-B
En4R1& > Switch C B9 FO/1 AEIENRA » MEHBERFF#7ZHE BPDU EX Max Age (20 #) #@BFE1(L ©

2. Listening #KEE (15 #) : Max Age #1#A% > Switch C IRFEEH FO/1 {EAEREEERTE » FO/1 # A Listening ARES
(15 %)) » EFTELFEILINIRE o

3. Learning AKAE (15 ) : BEEHEA Learning AREE (15 7)) » BRIAER S AR MAC #iitLATEIE MAC 3K ©
4. IR#I5ER (Forwarding) © #8#EB% 20s (Max Age) + 15s (Listening) + 15s (Learning) = 50 # !

2= © 30 #URAY (E =P / Direct Link Failure)
1518 : Switch A B2 Switch C Z VB 18 & ShER (Link between A and C down) ©
1. E#REIEIE (Bypass Max Age, 0 ) @ Switch C B SEFR1B1%E3HY Root Port (FO/0) £ ERRERAR (Physical
Link Down), FERSREIZBNEIA] > E#EHk® (Bypass) Max Age 20 F0354F !
2. Listening #AR&E (15 #) : Switch C IZEMHE R Blocking B FO/1 EHAZE Listening ARAR » 4% 15 FOLUEITIRIERE
1 o
3. Learning #KEE (15 #%) : FO/1 A Learning #REE » 4E#F 15 FHE8E MAC &K ©
4. Wasi5ERX (Forwarding) : #2#E6% @s (Bypass Max Age) + 15s (Listening) + 15s (Learning) =
o

I 5. {RiEEEE 5 HiEE4AREE (5 Minutes Down Time Problem)

£ STP SERUHERRIRANR - —EMMIR PRt MR ENRFRE / ErffE - SR HN3THIEN MAC Address Table 7852
E(CHRFRERE 300 7 (5 388) FrER -

STP Topology Change Mechanism

* Assoon as a bridge detects a change in the topology of the network (a link that goes down or goes to forwarding), it
advertises the event to the whole bridged network.
* Every bridge is then notified and reduces the aging time to forward_delay (15 seconds by default) for a certain period
of time (max_age + forward_delay, 20+15=35 seconds by default).
* Itis more beneficial to reduce the aging time instead of clearing the table because currently active hosts, that
effectively transmit traffic, are not cleared from the table.
* The notification is through TCN BPDU.
* Definition for “Topology Change”:
* When a port that was forwarding is going down (blocking for instance)
* When a port transitions to forwarding and the bridge has a designated port. (This means that the bridge is not
standalone.)
* Two steps to send notification to all switches in the network
* The bridge notifies the root bridge of the spanning tree
* The root bridge "broadcasts" the information into the whole network

i e o s a0

=I=
n'(':fgr\\/-\ an lu\\«ﬁ\\ =T

A topology change iu‘hﬂ-TCb
" n-'ATCNh .un.y

[ 5 : MAC & 300 #E{CEFRE513ERY 5 DiERE R RRRE

5 PEEREPEEHI KRR :

1. EEAREET > PCABEIPCB ZRIMRELE SW A -~ SW B - SW C - SW D&% o thBF SW A B9 MAC R&2#% TPC
B B MAC i3It iR &8 SW B B9 E1TAEL ©

2. & SW B £ SW C Z RV SEES R ERRs > STP féﬁsﬂ 30 FLERTULEN > fEBR SW A B2 SW D Z R Blocking ARRE ©
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3.fEHESE © 3R STP HEEEFTEMNERE » (B SW A SEIREEPRY MAC RIKZATZEEESCER (AP 300 70) - FILE
PC A ZXEBRIMEH PC B B > SW A (RIASEMRMASSIMER X EEEIARAI SW B, EXRE S DIEREREEIEXE
PCB'!

I 6. STP FRIZEEH BB (TCN Mechanism)

A FUERRR 300 7 MAC £1b5 |22 AVE4ARIRE » IEEE 802.1D 5251 T H/EH Topology Change Notification (TCN) #
#l o

Topology Change HEI&EE
TR T BERFIE S L T HRIEEE (Topology Change) :
- BIRZAEER Forwarding AKEEAY7TEE% Down 5% Blocking KRS ©
- BN ERIEREA Forwarding (KRS » B4 E L #EE —(E Designated Port (JEFMIL Standalone BiZ) o

STP Topology Change Notification Process

In normal STP operation, a bridge keeps receiving configuration BPDUs from the root bridge on its root port. But, it
never sends out a BPDU toward the root bridge.

* In order to achieve that, a special BPDU called the topology change notification (TCN) BPDU has been introduced.
Therefore, when a bridge needs to signal a topology change, it starts to send TCNs on its root port.

* The designated bridge receives the TCN, acknowledges it, and generates another one for its own root port.

* The process continues until the TCN hits the root bridge.

* TCNis a very simple BPDU that contains absolutely no
information that a bridge sends out every hello_time
seconds (this is locally configured hello_time, not the
hello_time specified in configuration BPDUs).

* The designated bridge acknowledges the TCN by

N immediately sending back a normal configuration BPDU
with the topology change acknowledgement (TCA) bit set.
TC%\Q” * The bridge that notifies the topology change does not stop
=

sending its TCN until the designated bridge has
acknowledged it. Therefore, the designated bridge answers

the TCN even though it does not receive configuration BPDU
Bridge B notifies a topology change by sendinga TCN onits root port. The TCN is B
acknowledged and forw arded up 1o the roct bridge R from its root.

REER, BRLFR

[E 6 : TCN MPSEEBIRRIE © TR EIRBEE TCN, RB2RERE TC IEE

TCN BYRIDEEE © 4858 MAC (R4 Forward Delay (15 #)

EIRESEERER > ST SRS EREZT (Clear/Flush) ME MAC iR > RAZSEREAERE L - AR
#h > STP BB AR 3T > 1§ MAC E(EIFRIHTERA 300 P BS4RIEA Forward Delay (15 ) - #5HARE A
Max Age + Forward Delay = 35 # o SEFEMAIEERIE MAC SCEAE 15 M AREB AL » MIFEEREREH
FHRAFEZRHE o

I 7. TCN #HE3RZE #4512 (Two-Step Notification Process)

£ STP IEREFET » JFRR ?ﬁli‘x‘%,\a% Root Port #EUKEEE Root Bridge B9 BPDU, #BAEGME LiEEENaEX
Configuration BPDU, [F|Itb#R#E FEimRiK A BREMMEECRIZ ©
SE—PEER ¢ AT _EERIRISHESE (TCN & TCA)

1. ZEE TCN . ERIFIREE TN (Bridge B) » &8 H Root Port [ Lijf Designated Bridge 33X TCN
BPDU, TCN #E&IEERER > E8S Protocol ID. Version £ Type (0x80), FHAEAZH -
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2. FBkEHAB TCA FERR | ISR Hello Time (2F)) @A TN, LHHEEEEIINEIE » SET—RER
9 Configuration BPDU 11 Topology Change Acknowledgment (TCA) fiI7ti&# 1 [EfELA T » B THHELE
EEEE TCNo

3. M EENEE | FHEERESE1IERB S Root Port #&##& M £34X TCN, EE TCN [EXUIEE Root Bridge
(R) ALk °

STP Topology Change Notification Process

Once the root is aware that there has been a topology change event in the network, it starts to send out its
configuration BPDUs with the topology change (TC) bit set.

* These BPDUs are relayed by every bridge in the network with this bit set. As a result all bridges become aware of the
topology change situation and it can reduce its aging time to forward_delay.

* Asaresult all bridges become aware of the topology change situation and it can reduce its aging time to forward_delay.

The root R setsthe TC bits in its bpdus. This bpduis relayed to the whole network.

RERR, BERLE

7 SBPEER L TSI E RIS M LR TCN, BRI TCA HERD

BREER : BIRIEIEZI2HAEHE TC EAE (TC Bit Broadcast)

1. Root Bridge [&#& TC : Root Bridge S EAFRIEE TR » BIATEM T a2 Configuration BPDU A&
Topology Change (TC) iFiZEfiiTat% 1

2. 2HBERY ¢ 2EFFE TR A TC=1 B9 BPDU % > I EMH§ B &1 MAC Table E{CEFRIEH 300 FU4E5E5
15 # (Forward Delay) °

3. EHEIS4ERTR © Root Bridge S F4&3XT5H TC 1H1RAY BPDU K3 Max Age + Forward Delay = 20s +
15s = 35 # > HREMEAE R BT MAC RE(CRIHT ©

STP Topology Change Case Study il P

If the link between Switch A and Switch C goes down, A
the network must re-converge into a stable STP X
topology. The sequence of events as follows. Swich\ \ B

®
/ Switch A Needs to Send TCN
/ /ewon ghaor\ Toward Root But It Is the Root!

1. Switch C detected a link down on its port
g1/0/1; Switch A detected a link down on its

port g1/0/2 ® 7
2. Switch C failed to send Topology Change Root Sends //
Notification(TCN) to root bridge because its Config BPDU; TCN / ©)
root port is down. 7 Switch C Needs to Send TCN

3. Switch A send TCN out its port g1/0/1. This is

received and replied by other switches among 74
Root Port g
the way. Y /own

4. Switch B and Switch C receive TCN message.

1
5. Switch Creceived TCN message onits port Sl ______ -@
g1/0/2, which was Blocking states previously, Switch B Switch C
now it becomes the new root port. ~
® ®
Switches B and C Receive New Superior BPDU
TCN and Shorten Their Received from Root;
1253 150e TER AT Port gi1/0/2 Becomes New Root Port
£ >

8 : S5 PEER : Root Bridge Z=HIEHE TC HEAR » 2AESIAEAERE MAC E1EREA 157

| 8. imESEEBERSHE TCN ZHHE (TCN Flood)

STP FRIEEEEAZRHE (Case Study)
ZETERH= G HBEIRE (Switch A % Root Bridge)
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STP Topology Change Case Study Pt

If the link between Switch A and Switch C goes down, ﬁ
the network must re-converge into a stable STP
topology. The sequence of events as follows. Sich , \ X g

1. Switch C detected a link down on its port
g1/0/1; Switch A detected a link down on its / /amon g102\ Toward Root But It Is the Root!
port g1/0/2. v >

2. Switch C failed to send Topology Change Root Sends // S
Notification(TCN) to root bridge because its Conflg SEDULIN @ @

/ k Failure Switch C Needs to Send TCN

3. Switch A send TCN out its port g1/0/1. This is //
received and replied by other switches among Y 4
the way. ,’

4. Switch B and Switch C receive TCN message. /.

5. Switch Creceived TCN message onits port e __________________

g1/0/2, which was Blocking states previously, Switch B Switch C

root port is down.
now it becomes the new root port.

Switches B and C Receive New Superior BPDU
TCN and Shorten Their Received from Root;
*2% &m«: Tﬂm%s Port gi1/0/2 Becomes New Root Port

9 @ Switch A B Switch C SEERERARFFEY TCN BRIZBRREEHAMER

EHERIEFSER

1. (1) $ERE#PE © Switch A B Switch C ZRIAVSERRHHER (Link Failure)  Switch C {&#IZI g1/0/1 Down, Switch A {8
HIEI g1/0/2 Down,

2.(2) E&LEX TCN  Switch C A8E 853X TCN 380 Root Bridge, {BEFYE Root Port BASE4R » HEiXEHIER L@
R !

3.(3) Switch A ZiBiE3R : [FFFS 2 Root Bridge B9 Switch A {5815 B 2R 7 Forwarding M/ EES - HiEEB
g1/0/1 33E%A TCN/TC FEAER) BPDU 44 Switch Bo

4. (4) FRWIE4EEE MAC 1L : Switch B £ Switch C #UKZIZRE Root FIEAE » I MAC RE(CRREMERA 15 o

5. (5) AREEBISSER @ Switch C IR EIZRE Root A&XF Switch B #2$AY Superior BPDU, JR5EERH Blocking B9 g1/0/2
B4R Listening (15s) B Learning (15s), 1IETUAZZ3#THY Root Port » 2ATIRIGES !

TCN ZA%HREIRIEA (TCN Flood Side Effect)

MARRP IS 0 THRIRAILS| 388K Up/Down 3ERE Topology Change BV o B TCN SALMHEEME > @33
TCN Flood 3%FE :

TCN Flood

The more hosts are in the network, the higher are the probabilities of getting a topology change.

Server § \_// Backup device D
Bridge B
sending its > ridge > only receiving data
— \

Server S is sending teavy unicast affic to device D. Due to the nature of the
protocol used, D nearly never sends any traffic. If a topalogy change occurs and B
seduces its ageing time, entry for D will be removed from B

— \_// Backup device D
Bridge B
sending its B : only receiving data
s '\

Traffic is then flooded on the whole netwark and will reduce the bandwidth of

every single link until “““%’Z%}g‘&,@ﬁ LR AZE

10 : $B% TCN EEEF IR (Backup Device D) MAC £ BBIREEM5 BB T

Cisco Enterprise Networking — STP 3: Port States & Convergence Page 7 of 8



TCN ZARR Z PSS
- FBERRETREZY | WE 10 FiR 0 & Server S FHEBEREXASHEMEIRMGEEDRME D, D S/ DEEHIER
£ o EHMEBSERARLE TCN BRI MAC RE(CRRAEREA 15 705 » %A D B MAC RB BRIRRR
R o AR AEIEH MAC, #EREEENERREZA (Flooding) BI24BFrEHEEE » BEHFEHRIAE !
- REMRE (PortFast) | TEFTEEIZKIEER « MARESH/TE LB Cisco PortFast ° B(F PortFast 897 ETE Up/
Down FFBR R4 ZSE (T TCN BPDU > HIEIRRR TCN jZ3H !

9, 4L ELIZILE N ELL (Key Summary)

STP 3 #Z0EFMIEGT -
« AAHREEUNEEFTA © Blocking (RUX BPDU). Listening (#m@Ui3% BPDU). Learning (U82% BPDU + 23 MAC).
Forwarding (83 8% + 23 MAC + Y3 BPDU). Disabled (/" ERIFA » SE2FEMF).
« = KEHEFIZTERME ¢ Hello Time = 2s, Forward Delay = 15s, Max Age = 20s,

- WeRNBERIE R ¢ EISHKE (Direct Failure) Bypass Max Age £ 30 # ; B4Z#&[E (Indirect Failure) B%#F Max
Age 85 > FERF 50 Fb o

+ MAC E{CRIRE : T8 MAC RE(CFFREA 300 0 (5 748) » BERKMFEFRIFHESEBRER ©

+ TCN iR 238 : RIS TERFESE TCN E Root Bridge, H Root &g TC 1E1Z » 24ERHE MAC RE(CIFRIEIES
Forward Delay (15 #) o

- BASETCN ;234 : RIBNEIEHSECE spanning-tree portfast > BRARIRRHRIRILES TCN BEL2HE -
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