STP Part 2: The Election Process

IEEE 802.1D Spanning Tree Protocol — SeRR R IR I B B EI AR ST

ZF38: Spanning Tree Protocol (STP 2 - Election Process) — #Z#£3R&8: IEEE 802.1D
%O AR: Root Bridge / Root Port / Designated Port / Blocking Port

| 1. sTP BRI S BPOU HHE4E

EZEEIHAARE (LAN) 5 > 27 B BRI (Single Point of Failure) WiRES AT AMY » BRI EMASERIRIEZ BE
1BEESEE (Redundant Links) o AT » REZEHIH —BYIEIRBE5|ZEERS (Broadcast Storm) « SEIRER
(Multiple Frame Copies) M} MAC itZ®RAFFEE (MAC Table Instability). Spanning Tree Protocol (STP, IEEE
802.1D) EVtzOMEss » BNEEYIRIRIR A B 58 HEIRRAVBERIAEE - BZHRNERERREENREZE (Blocking) AR

e
E O
oy

Bridge Protocol Data Unit (BPDU) 58! S 3 R

STP Rt~ EEAEIE BPDU (HBIEHEEFIETT) MERZINATRRIAILEE NBUETTESRE - FfE STP BPDU EEXEF|
IEEE FEEERY Multicast MAC it 01:80:C2:00:00:00 o {RiEECEA5RE » BPDU TEDAMBEIAE ¢

* Configuration BPDU (EEE BPDU) : H Root Bridge £ RIHEMMREEERINGERE > AR DA STP B  $pist
HEBRAMEE (FBRE 28X —R Hello #8) - HEZMUIE S Root ID. Root Path Cost. Bridge ID. Port
ID. Message Age. Max Age (FB5% 20s). Hello Time (F85& 2s) B2 Forward Delay (F85& 15s)o

- Topology Change Notification (TCN) BPDU (#a#2& 3@ BPDU) : E Tt (ERIF$88. Up/Down &8
E5{E > 51 _ER(EIEE Root Bridge, @241 MAC it RECRFR (Aging Time) #£785% 300 AV ERF4RRE S
Forward Delay (15 #), LUHURRBIFTEBEY MAC BRET ©

Bridge Protocol Data Units (BPDU)

Bridge Protocol Data Units (BPDUs) are frames that contain information about the STP, there
are TWO types of BPUD; —————__
K)nflguratlon BPDU> Topiology Change Notification (TCN) BPDU
[ W TEEE 802 3 —

Address: 00-10-14-23-A4-08 ——>01-80-C2-00-00-00

~==>01-80-C2-00-00-00

it = 0 (Command)
it = 0 (Individual address)

0x42. CR bit = 0 (Comnan d)

0x42, IG bit = 0 (Individual address)
Unnunbered frame: UI

-4 Bridge Protocol Data Unit
Protocol ID: 0

Version: 0
y SIS UERACCR Tvp< u au (Topology Change Notification)
Flags: 0x00 bag £ (US Lot}
Root ID: 800000101423A408
*

HCal l !e CRC 0x65ad743d

53 nu—m—u— 3-A4-08 ¥
at
soounnmu 3ad08 S\ 8POU

0x8000

8PDU
5. 00-10-14-23-A4-08
8002 it
: 0 Fal
= . >
1

IEEE reserved multicast MAC address "018%%%” B i

1 : Configuration BPDU £2 Topology Change Notification (TCN) BPDU 11 R BA4EHE S 1

FASRIRIE : 802.1D E2 VLAN RYRA1Z

R348 IEEE 802.1D (Classic STP) @FEf%E VLAN K055/ (Not VLAN-aware) B9 o 1 IEEE BAZ¥ 802.1D iREHIF

HA > ZJBMERR R RS13E VLAN (IEEE 802.1Q) RIBES o Eit » B4 802.1D IRIEH - EAmE(EMEREISTZIME

VLAN, {EE{TE—M Spanning Tree &l (Single Spanning Tree, CST) o EZI# 7R Cisco #iH PVST/PVST+ %4
BT % VLAN B B2 o
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Cisco Enterprise Networking — STP Election Process

I 2. STP LM K#ZLFER (The Four-Step Election Process)
EMARRPEE) STP & > XHAIEIBRM BPDU, EIRIERIUTIEIER & BRI iniE sl masE .

pei ] =] e SRR Tie-Breaker ERIER

1 Elect Root Bridge Lowest Bridge ID (BID) 248 (L2 Domain) 1£ 1 1@

Lowest Path Cost - Lowest Sender BID — Lowest
2 Elect Root Ports (RP) o FEIERIHRE 18
Sender Port Priority = Lowest Sender Port ID

Elect Designated Ports Lowest Path Cost — Lowest BID — Lowest Port _
3 g we S EYIRAEE &R 1 18
(DP) Priority - Lowest Port ID

SR Root Port 3% Designated Port IR ERFREIRE

A Blocking 183t REEFHERERBEME

4 Elect Blocking Ports (BP)

802.1D STP - Root Bridge

STP Election Process:
1. Elect one Root Bridge — Lowest Bridge ID
* Bridge ID = Priority (32768 by default) + MAC (base MAC address)
* Compare Priority, if priority are the same then compare base MAC address
* 32768 = 1000000000000000
* When the switch first powers up, it assumes that it is the root bridge itself. Every
switch sends out BPDUs with root bridge ID equals to its own bridge ID, and the
sender bridge ID that is its own bridge ID
* Once a switch received a BPDU from other switches, it analyzes if a “better”
bridge is being announced. (bridge ID is considered better if it is lower than
another). BPDU with smaller BID is called Superior BPDU
* When a switch hears a better root bridge, it replaces root bridge ID with the new
jE N L | bridge ID in its BPDU and then advertise the updated BPDU to other switches.

-- * Sooner or later, all switches agree on the notion that one of them is the root
bridge

T " + Configuration BPDU are generated from the Root Bridge and flow outward along

Forwarding
Port

= LA 5 the active Paths and move away from the Root Bridge
2. Elect Root Ports
802.1D is not VLAN-aware 3. Elect Designated Ports

4. Elect Blogkipg Batts  gmup n7e

2 : 802.1D STP #ulMEERRFZEL Root Bridge Jz Bridge ID (8 Bytes) #51EHEEE

| 3. 55— : {R4BIZIEE (Elect Root Bridge)

1R451%23 (Root Bridge) 2X1E STP BEMIIRIGILAIBIR - 2AFFFHERRIEAZ (Path Cost) 944 Root Bridge A&
TEME -

Bridge ID (BID) 454840 A%

Root Bridge RYE£2522 H Bridge ID (BID) JRE > BID 42K E% 8 Bytes (64 bits) :

- Bridge Priority ({§{Z33{B5cHE - 2 Bytes / 16 bits) : TH3&{E2% 32768 (Z¥fi 1000000000000000 ) °
- Base MAC Address (E7s MAC it - 6 Bytes / 48 bits) : A kel FIERMEEEFE MAC it o

Root Bridge #5827 I E3E (EARES -
- R/)\BID %85 : 2437 Bridge ID &/)\& (Lowest BID) JIEF! & 3% Root Bridges.
- {BSLLER Priority © ZTHAMSE S LEER Priority, BUEEVINEEL o
* Priority tHREIBFLEB: MAC : 35 Priority #8[F » L& Base MAC Address, #{E#/)\E& (Lowest Base MAC) %85 -

- ENECE HEYNRN - ARG 0 BB FIRE S Root Bridge, ##%X Root ID = E BID #Y BPDU, E#&WEIZRE
H A3 %/ )\#Y BID (Superior BPDU) B » 17 BIPR 73 %A IE $235RTHY Root ID, R EMHULRUEmM L

Page 2 of 8



802.1D Example of Root Bridge Election

Switch A
32768: 0000.0000.000a

Keep in mind that the bridge ID consisting of two
parts: Bridge Priority and MAC Address. When
bridge priorities are equal, MAC Address will be the
tie breaker.

As all of switches have equal bridge priority values.
Therefore the switch with lower MAC Address —
Switch A — has been elected as the root bridge.

Ty ME?
==

Switch B Switch C
32768: 0000.0000.000b 32768: 0000.0000.000c

REER, HRLE

31 802.1D Root Bridge ZEEER| (& Priority ¥373 32768 B » MAC ik &/\89 Switch A )

BHIS R (B8BE 3) : Switch A. Switch B £ Switch C B9 Priority 194 78:%1E 32768 o #E—FLEE MAC it :

*+ Switch A: 32768: 0000.0000.000a
* Switch B: 32768: 0000.0000.000b
* Switch C: 32768: 0000.0000.000c

Switch A Bf#&/)\ MAC Address, [FILLRIHEREZZEAGEEHY Root Bridge ©

I 4, $EE— : RIBIEE (Elect Root Ports)

& Root Bridge % » §—AIFIRZHHE (Non-Root Switch) HBEE S EFEYE—E &% Root Bridge &
5ERR1E ) HYIE > 782 Root Port (RP), Root Bridge <& Root Port,

Root Path Cost ;11 Tie-Breaker #RIERF
IR IR B ZEN I el 87F Root Bridge, #SREBLL T BARRYIUPEfE [BF 1T Tie-Breaker tb¥t :

1. Lowest Path Cost to Root Bridge (R{EZFEIRIEEMA) : i A5cE G BPDU A » {E£ AR (Inbound Port)
2% BPDU B R MNs%7TEAY Cost ©

2. Lowest Sender BID (BR{£2¥:%75 Bridge ID) : & Path Cost #H[E > Lb&# s (EhsEiE#E) B9 BID,
3. Lowest Sender Port Priority (RIE3:XGIBEAME) | H3EX75 BID 7rER » LEEMIIHIE Priority (FRE 128),

4. Lowest Sender Port ID (RIE3FXFIESR) ¢ RARLEEHIHEEXIEH Port ID (Port ID = Port Priority + Port
Number),
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Root Bridge

Switch A
32768: 0000.0000.000a
Dosiated Por =

Designated Porl

802.1 D STP - Root Port STP Election Process:

1. Elect one Root Bridge — Lowest Bridge ID

2. Elect Root Ports (RP)

No RP on Root Bridge

RP is the port closest to Root Bridge

RP is upstream facing towards Root Bridge
Election Order:

1)

Lowest Path Cost to Root Bridge

Cost is inside BPDU

Only calculate on inbound port
Lowest Sender BID
Lowest Sender Port Priority (128 default)

- - 4) Lowest Sender Port ID
Root Port Root Port Port ID = priority (128 default) + port number
oot Path Cost= 4 /101 10\ # oot Pain Cost =4 3. Elect Designated Ports
p— s . ¥ 4 e 4. Elect Blocking Ports
4 o /ST
Cost=4 Link Speed Cost (Revised IEEE Spec)  Cost (Previous IEEE Spec)
Switch B Switch C
32768: 0000.0000.000b s 32768: 0000.0000.000¢
Designated Port) 10 Gbps 2 1
Both Root Path Cost = 8
Switch B has lowest Bridge ID ) & )
100 Mbps 19 10
24 5
RERN, FR {60 v 100 100

4 Root Port 2[R BB [EFF RERHIHE Path Cost 1ZZEHIIRZR

IEEE = Path Cost HEBR

Link Speed ($#E&3EE) Cost (Revised IEEE Spec - 802.1t)
10 Gbps 2

1 Gbps 4

100 Mbps 19

10 Mbps 100

Root Port Election - Tie-Breaker iFE S IRt

WA N\ " siB

SWD

802.1D Example of Root Port Election

1. SW A has smallest MAC so becomes Root Bridge

2. SW A send out BPDU to SW C and SW D with
Cost=0

3. SW C calculate cost based on Fa0/3, SW D
calculate cost based on Fa0/5, both become
Root Port

4. SW Csend BPDU to SW B with cost 19, SW D
send BPDU to SW B with cost 19

5. SW B received two BPDU with same cost, SW B

calculate cost to Root Bridge based on inbound

interface Fa0/7 and Fa0/8. The results is the

same.

SW B need to compare Sender BID

. SW CSender BID is 32768 + 0c003...

SW D Sender BID is 32768 + 0c004...

. SW C has a better Sender BID

0. SW B Fa0/7 becomes Root Port

=N

REERR, BRLFR

Cost (Previous IEEE Spec - 802.1d Original)

10

100

5 : Tie-Breaker Bff— : EMIRE Path Cost tHFEIFF » ELES Sender BID & Root Port

fl— : LL# Sender BID (28[E 5)

SW A % Root Bridge, SW B &8 Fa0/7 $#ZE SW C, & Fa0/8 EESWD :

+ SW B 1 Fa0/7 UWREI4E SW C 2% BPDU, Inbound Path Cost Ei1%& 19 -

- ME&E Cost 18F (19) » #E—F L #imHY Sender BID :
o SW C Sender BID: 32768 + @c00.3333.3333
o SW D Sender BID: 32768 + 0c00.4444.4444

Cisco Enterprise Networking — STP Election Process

SW B ¢ Fa0/8 UK R4S SW D 2289 BPDU, Inbound Path Cost /4 19 ©

SW C 89 Sender BID Lt SW D /) » [FItt SW B Fa0/7 B %% Root Port ©

Page 4 of 8



802.1D Example of Root Port Election

SW A is Root Bridge
. SW B Fa0/7 and Fa0/8 has same cost to Root
. Compare Sender BID, it’s the same
. Compare Sender Port Priority, it’s the same
. Compare Sender Port ID
5 Port ID = Port Priority + Port Number

A F208  SW|B * SWAFa0/1PortID=128.1

| * SWAFa0/2 Port ID = 128.2
* SW A Fa0/1 has smaller Port ID

R ot * SW BFa0/7 is Root Port

Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  @0OA.F3E1.3E98
Cost 19
Port 1(FastEtherneto/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

uBWwN R

8ridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0040.0BEA. SDA6
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nor Type

Fear2 Aen sk 19 e REERR, BRLK

6 : Tie-Breaker B — : E$EIREE > Path Cost & Sender BID 5#8[E » BRARELE Sender Port ID

ZMH = : tE#k Sender Port ID (2HE[E 6)
SW A (Root Bridge) £2 SW B Z ¥ Mif% FastEthernet EZEEHEEE :

- SW B Fa0/7 £2 Fa0/8 &1 Root Bridge Y Path Cost 392 19 °
+ Sender BID ¥9%4 SW A (32768 + ©c00.1111.1111)¢°
- Sender Port Priority 548 128 °
« LB SW A $im 22X/ ERY Port ID :
o SWAFa0/1 PortID: 128.1
o SWAFa0/2 PortID: 128.2

« 128.1 /IRY 128.2  [HIEEEZE SW A Fa0/1 B9 SW B Fa0/7 IEFIREH 2 Root Port ©

Switch# show spanning-tree VLANGOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address OO0A.F3E1.3E9B
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0040 .0BEA.5DA6
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Root FWD 19 128.1
Altn BLK 19 128.2 P2p

I 5. B = . $5EIREE (Elect Designated Ports)

JEH Root Bridge £2 Root Ports 1% » AT S{EYIRYAE: | #2838 (Physical Segment) 3%+ —1F Designated Port
(DP) > &8&7% Segment AJ BPDU SiX B HHRERE o

Designated Port sE|ERF
1. Lowest Root Path Cost : %48E% L 33Z Root Bridge R7& Path Cost RIERIATIHE S EERS o
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2. Lowest BID (Bridge ID) : Hifiim3#fii&Z|3E Root B Path Cost 48[ » LEEME Z BID, H{E/NERER o
3. Lowest Port Priority & Port ID : E#E &3t HIR (Self-loop) AR » LLER Port ID.

EEEHA : Root Bridge FHFIENHAR

1R1E31%2% (Root Bridge) LHFRERYANE » FE:RI9BEM %A Designated Port (DP) ! [E#% Root Bridge FIEHCH
Root Path Cost % 0 » BHE2Mz/)\

802.1D - Designated Port

Root évnge > STP Election Process:
éEA 1. Elect one Root Bridge — Lowest Bridge ID
32768: 0000.0000.000a 2. Elect Root Ports (RP)
—_— ’ P 3. Elect Designated Ports
Designated Port == (Designated Port * Each physical segment (not subnet) will has one DP
) o g0\ ) *  Election Order

~1) The lowest Root Path Cost

2) The switch wit
= S T i

oot Port oot Port 4. Elect Blocking Ports

Root Path Cost = N on Root Path Cost = 4
pr-— Al N (o= B
= ram /N 4 5L '
Switch B Couas ~) Switch C 7

32‘7@ 0000.0000.000b pe— $2768: 0000.0000.000¢
_ eo—— Designated Por) . - ;
- - As soon as a switch starts receiving BPDUs from other switches
: i o
Switch B has lowest Bridge 1D on that segment, it compares the received values of the Root

Path Cost, BID, and Port ID fields (in that order) against the
%iéﬁ*mlu%mz\%DUs that it is sending out its own port.

7 : Designated Port 38222[RBIE Switch B vs Switch C #3i% DP ik

531 Switch B £ Switch C ZfE#) Segment (Z8EE 7) :
+ Switch B gi1/0/2 El3& Root Path Cost = 4,
+ Switch C gi1/0/2 El3& Root Path Cost = 4,

- fi#& Path Cost 18] (4) » #E— L& Bridge ID :
o Switch B BID: 32768: 0000.0000.000b

o Switch C BID: 32768: 0000.0000.000c

- Switch B ##A%/\8J BID, [RH It Switch B gi1/0/2 Fi§:% Segment BJ Designated Port (DP) ©

| 6. %58m : PAZEFET (Elect Blocking Ports) B4 AR

Blocking Port (Alternate Port) E{£17%5
SThE RP £ DP FUESE » 2ERERRESTIABH TEIG2EEA Blocking Mode (FAZEIER) o

Blocking Mode EE&#RAI :
- AJ#EUY (Receive BPDU) : #4E1ZUNIIERIE BPDU 36 » IUBHASBRITARERIRILEE o
- REFEE (Discard Frames) : EEA ZEAF #IEME (User Data) » BF2E MAC #idt o
- AREX (Cannot Send) : ABH AT B R T MBIRE o
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802.1D~ Blocking Port

Root Bridge
Switch A
32768: 0000.0000.000a All Other Ports go into Blocking Mode
— 5’ * Receive BPDUs
Designated Port [ Designated Port * Discard all other traffic

* Cannot Send traffic

Root Port Root Port

Root Path Cost = 4 Root Path Cost =4

g; —)K 57

= das ==m
Switch B Switch C

32768: 0000.0000.000b — 32768: 0000.0000.000c

Designated Port

Both Root Path Cost = 8
Switch B has lowest Bridge ID

REER, BRLFK

8 : Blocking Port FETE » FRINIEAGIBIERIRIRIAIE

7B 8 #hEH » Switch C B9 gi1/0/2 BEJE RP, 7RTE DP HiiEARAEN Switch B, &Lt Switch C gi1/0/2 #5 A Blocking
AREE o

A AT KR Topology 4F&ERERIB

802.1D STP Election Example

SWR

Priority
25476
Priority
32768

Port 2
swB sSwcC
Priority Priority
28672 O Path Cost for Link 32768

REERR, BRLFR

9 AAHME (SWR, SWA SWB, SWC, SW D) 4&%& STP Election ¥Ri£E |

IERBBRR—PTHE (BRE 9)
1. Step 1: Elect Root Bridge
EEER Priority: SW R (25476). SW A (32768). SW B (28672). SW C (32768). SW D (28672), SW R Priority
25476 AZ4A&/)\ > HE% Root Bridge !

2. Step 2: Elect Root Ports (RP)
o SW A: 3 SW R B Cost = 19 - #[[ SW R AJiE7% Root Port °

o SWB: £ SWAZEISWR (Cost4+19=23); & SW C E| SW R (Cost 19 + 19 + 19 = 57) - [ SW A fUIES
Root Port °

o SW D: | SW R E1Z##8& Cost = 19 — #5[| SW R 191872 Root Port ©
o SW C: #& Port 2 | SW R (Cost 19 + 19 =38) ; & Port 1 Zl| SW R (Cost 19 + 4 + 19 = 42) - Port 2 % Root
Port °

3. Step 3: Elect Designated Ports (DP)
o SW R FRB#E%1E9% Designated Port ©

o SWA EiSWB & : SWA ZI#R Cost 19, SW B EI4R Cost 23 » SW A 8% Designated Port °
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o SWB £ SWCH: SWB IR Cost 23, SW C EI1R Cost 38 - SW B i71E% Designated Port °
o SWD £1SWCF:SWD %R Cost 19, SW C EI4R Cost 38 » SW D $ ~E# Designated Port °

4. Step 4: Elect Blocking Port
SW C #9 Port 1 BER:E RP thRE DP, A A Blocking ARES | 2ATIREE AL IR ARRR o

7. HBEBMEIESTERS (Key Summary)

STP Election &Ez2 R :
+ Root Bridge: 248 Lowest BID (4Lt Priority, #&EE MAC).
* Root Port: JFiR3Z#a##% | » Lowest Path Cost — Lowest Sender BID — Lowest Sender Port Priority - Lowest
Sender Port ID,
- Designated Port: #8E% | > Lowest Path Cost — Lowest BID — Lowest Port ID (Root Bridge _ERI Y E 2% DP),
* Blocking Port: FIER7TH > {£#21% BPDU, REZEHERE -
- 2% Path Cost (802.1t): 10G =2, 1G =4, 100M = 19, 10M = 100,
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