CISCO LAYER 2 NETWORKING NOTES

STP 1 - Layer 2 Loop Issue
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Figure 1: Transparent Bridging with a Switch Figure 2: Redundant Bridging with Two Switches

Figure 1 shows a simple two-port switch forwarding frames between devices. However, this network design offers no additional links or
paths for redundancy if the switch or one of its links fails.

Figure 2 shows a second switch been added to prowde;&%%&?n@%y\%h can fail without causing end-to-end connectivity fail.
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* Figure 1 (Transparent Bridging with a Switch): Z£E{£%&—4& Switch A % Segment A &2
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* Figure 2 (Redundant Bridging with Two Switches): G[E|5| A% — & 3% Switch B 12T
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BATRRIES T A M » BEEIEE_RE (Layer2) BETEITSFERKRE » BRBEKET
8 BEERMN_IEIREE (Layer 2 Loop) °

2. ZBIRIERIE— . FEEES (Broadcast Storm)
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Layer 2 Loop - Broadcast Storm

PC-1 PC-2 Now, consider PC1 is sending@
1. Switch A and B will receive broadcast frame from gi1/0/1

2. Switch A and B will forward the frame out from gi1/0/2
3. Switch A and B will receive broadcast frame from gi1/0/2

4. Switch A and B will forward the frame out from gi1/0/1
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3. Z[BIBIRRIREC : RENEHBE MAC iR EE (Unknown Unicast &

MAC Flapping)

BRT EBRE > EXHMIKEIRIMERE (Unknown Unicast) :IER > FIREETIZH » EMEK MAC (i

HHEEEER (MAC Address Table) Z¥4HEERLBIER o

@ Unknox;m Unicast O

Now, consider PC1 is sending frame to PC4.
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Assume PC1 knows MAC of PC4.

. Assume both Switch A and B don’t have MAC of PC4.

PC1 is sending a unicast frame to PC4.

. Both Switch A and Switch B receive the frame on their gi1/0/1

and know PC1’s MAC on gi1/0/1.

Switch A will broadcast out the frame from gi1/0/2 as no
record for MAC of PC4.

Switch B will re-learn MAC of PC1, now it appears on
gi1/0/2.

Same thing happening on Switch B. Switch B will
broadcast out the frame from gi1/0/2 as no record for
MAC of PC4.

Switch A will re-learn MAC of PC1, now it appears on
gi1/0/2.

Until PC4 reply the unicast packet then Switch A and B will
know MAC of PC4 is now on gi1/0/2.

However, PC4 will keep receivin s both
Switch A and B will forward framé{unicast) to PC4.
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° EiENIEIEW (Repeated Frames)
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4. ERAEHE (STP) RYE A ELRAERIEH

A7 FRE THRTIER) B NRRIRES  IEEE $IE T £REHE (Spanning Tree Protocol, STP | IEEE
802.1D) ©

Spanning Tree Protocol (STP)

* Loop Avoidance
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e main task o is to stop network loops from
Switch A g? Loop Free ﬁ Switch B occurring on layer 2 network.
gi1/0/2 gli:afl,e,(?by = It monitors the network to find all links, making
sure that no loops occur by shutting down any
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‘b With STP running, frames will be forwarded only
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4 : STP PEERUERB A BIRMIRERIAIE (Loop-Free Topology)
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5. IEE B EEFE T (Bridge Protocol Data Unit, BPDU)
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Bridge Protocol Data Units (BPDU)

Bridge Protocol Data Units (BPDUs) are frames that contain information about the STP, there

are TWO types of BPUD:
Configuration BPDU Topology Change Notification (TCN) BPDU
[6W9 TEEE 802 3 8D IEEE 802.2
Address: 00-10-14-23-A4-08 ——->01-80-C2-00-00-00 I Address: 00-10-14-31-08-08 --->01-80-C2-00-00-00
Length: 38 | Length: 7
8T logical Link Control 8-¥ Logical Link Control
SSAP Address: 0x42. CR bit = 0 (Command) } SSAP Address: 0x42. CR bit = 0 (Command)
DSAP Address: 0x42. IG bit = 0 (Individual address) } DSAP Address: 0x42., IG bit = 0 (Individual address)
Unnuabered frame: UI = Unnunbered frame: UI
B”Bndqe Protocol Data Unit B” Bridge Protocol Data Unit
Protocol ID: 0 8 Protocol ID: 0
Version: 0 | Vexrsion: 0
P{:s Oolggmhquuuon) ; Type: 0x80 (Topology Change Notification)
- Frane Padding (39 bytes)
Root ID: 800000101423A408
Priority: 0x8000 P Calculate CRC: 0x6Sad743d
MAC Address: 00-10-14-23-A4-08
Root Path Cost: 0
Bridge ID: 800000101423A408 BPDU BPOU
Priority: 0x8000
MAC Address: 00-10-14-23-A4-08
Port ID: 0x8002
Message Age: 0 it
Max Age: 20
Hello Time: 2
Forvard Delay: 15
Frane Padding (8 bytes)
8 Calculate CRC: 0x26544023 “
IEEE reserved multicast MAC address ”018%@%&%” DA 7o
X ’ ﬂ#&%‘?‘b ~r~ B

5 : Configuration BPDU £ TCN BPDU Y Wireshark 1845182 Multicast MAC

& BPDU R AEA R EARASRMRLL -
BPDU XEHAMIERAS ©
1. Configuration BPDU (48%& BPDU) : FF#R#5 (Root Bridge) ERKR4EMGERESHE - RS
BB .
° Root ID : BAIABRSHIRAEHVBIRS o
° Bridge ID :@ Z#iXi% BPDU HYHMEARIEE (B3 Priority + MAC) ©
o Port ID : X% BPDU BYimO RIS o
° Hello Time (&% 2 )+ Max Age (F85% 20 #))+ Forward Delay (FEs% 15#)) e

2. Topology Change Notification (TCN) BPDU : E4URIAILELEE (UHEEE Up/Down) B> BT
BRI AR EE K 0 FLUB2EER MAC (iERECRRE o

@ BPDU EE%HE MAC {irht :
AN IR U R BV TIE RS 2 STP BPDU ?

BPDU fF IEEE TEZRV4FE4RB/Z+E (Multicast) MAC 1ifilt : 01-80-C2-00-00-00 ° & BRI
H3ZUWEI BB MAC ZAUIENIIERYEIIERS » 2 E1ER3C CPU BY STP 31 ERE » MASETZ EEIERNZ
iltg o

%
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6. STP {ZILEE =%

SREE

HRIEIRRE

BEIEBI BRAAEIRINEE (Loop-Free)

EEERRIR 5| EERE RS  FEH CPUMER [EEZH  mEEEOERE
MAC it JEAEBEEE (MAC Flapping) B o MEhEsEs

BBIGE = BPDU (Multicast MAC: 01-80-C2-00-00-00 )
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